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A New Model of Information Security System Based on Immune System

YU Han', WANG Yi?, SHEN Chang-xiang
(1. The PLA Itf amation Engineering University , Zhengzhou, Henan 450004, China; 2 Institute f Information Countermeasure Technology ,
Harbin Institute f Tecinology , Harbin, Helongiiang 150001, China; 3. Conputing Techrology Institute f China Nay , Bejing 100841, China)

Abstract:  The hunan immune sysem has many features for inspirations to information securiy. We design a framework
model using an analogy of human immune mechanisn. This model can be used to provide the protection for the safety of important
information. The suggested framework consigs of two parallel nformation transmit networks: conventional transmit network ( CTN)
and immwe lymphoid transmit network (1ILTN) . conventional transmit network provides the end to end services and transmits m-
portant nformation from one end point to another. Immune lymph transmit network provides authentication and control services that
monitor and manage the activities of conventional transnit network. We alsoo discuss a solution to the security of the mobile agent.
This paper also accomplished corresponding experiments. The results of the experiment showed that the use of this model is very ef-
ficient for the problem of discrimination of the self and norr self.
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